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CURRENT STATUS

In the modern digital environment, universities are increas-
ingly targeted by phishing attacks and other forms of social en-
gineering—the typical threats in the digital world. As a leading
academic institution, Sofia University "St. Kliment Ohridski" also
fits into this trend. The increased volume of electronic com-
munication among staff, faculty, and students, as well as the
exchange of sensitive information, places high demands on the

SOLUTION

The RISK Electronics team is implementing the EXERCYBE
platform at Sofia University “St. Kliment Ohridski” — an inno-
vative digital training solution in the field of phishing and

The training process includes:

Simulations

Simulations of phishing emails
in Bulgarian, adapted to current
and local topics

Exercises

Practical exercises and subsequent
evaluation of employees' reactions
in real situations

level of cybersecurity and digital vigilance within the institution.
Analyses show that the human resource continues to be one

of the most vulnerable elements in information security. There-
fore, the institution's management is taking the appropriate
preventive actions.

social engineering. The aim of the implementation is to increase
awareness and practical readiness of employees to recognize
and respond appropriately to cyberattacks.

Courses

Interactive courses and examples
based on real-life scenarios
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Content

The ability to create specific content
tailored to particular risks and questions
concerning the university

Newsletter

A monthly newsletter with the latest
practices in phishing scams and social
engineering.




RESULTS

After the implementation of the EXERCYBE platform in the
educational process, Sofia University reported a significant
increase in awareness and attention to potential phishing
threats. The conducted simulations showed:
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A significant rise in employee awareness Improved ability to recognize and An increase in the percentage of users

regarding cyber security risks respond correctly to simulated phishing reporting suspicious messages to the
attacks relevant responsible units

COOPERATION

As a result of all the above, a comprehensive cyber Employees at Sofia University are trained with the necessary
security culture is established within the administrative diligence and demonstrate good performance. RISK Electronics
and academic community. is one of the leading companies in the IT sector in Bulgaria.

EXERCYBE proved its effectiveness as a strategic tool We stand out with a strategic approach in consulting and
for prevention and training, turning employees into active innovations in creating IT solutions and infrastructures. Our
defenders against social engineering. many years of experience always include an individual and

specialized approach, tailored to the requirements of our clients,
such as Sofia University “St. Kliment Ohridski.".



CONTACTS

Do you need help? Save time, describe your question, and we will connect you with
an expert for consulting or a demonstration.

RISK Electronics phone: (+359 2) 9175 423

1138 Sofia, Bulgaria e-mail: office@risk.bg
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The corporate culture of RISK Electronics is closely linked to our desire for renewal and
improvement. Changes are an essential part of fulfilling our mission. We work with our clients,
guiding them towards faster and more sustainable transformation over time. The ability to renew
is crucial for expanding the freedom of our partners. It gives them new and unique opportunities
to define their individual path of development. We support our clients in their efforts to achieve
maximum results from changes. We implement solutions and work together with them from
concept to realization. It is precisely the close collaboration, innovative technologies, and projects
that make RISK Electronics a loyal, reliable, and successful business partner.
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