Information security

Implementation
of measures to improve
the quality

of information security in Bulgarian National Television
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CURRENT STATUS

Bulgarian National Television is a public media with over 65
years of respectable history. Valuable materials are stored in the
so-called "Golden Fund. These materials not only preserve the
cultural heritage of the nation but also require robust protection
against potential cyber threats. Enhancing information security
will ensure that this valuable archive remains accessible and
secure for future generations. The recordings turn it into one
of the treasuries of Bulgarian history and culture. The institu-
tion makes systematic and targeted efforts to follow the most
modern technological trends and comply with current regu-
latory provisions for digital security. Public television needs to
implement software products and equipment to increase the
safety of the overall information environment and multi-layered
protection.

SOLUTION

RISK Electronics experts deliver, assemble, install,
configure, and put into operation software systems and
test environments, as well as hardware for their operation.
The muilti-layered and multifunctional security measures
fully meet the requirements of television, as specified in
the announced public contract. They counteract a number
of typical and widespread vulnerabilities aimed at digital
infrastructures.
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Public television needs to im-
plement software products and
equipment to increase the safety
of the overall information environ-
ment and multi-layered protection.

Software systems
and test environments

Hardware

Multi-layered and
multifunctional security
measures



Active Directory

A significant innovation in support of information security
isthe implemented Active Directory. It provides centralized
management of users and devices in a network through
a hierarchical structure. Its main functions include:

& |
J |

Active Directory is a significant element of corporate net-
work management. It facilitates control over access, security,
and configuration of resources and optimizes and centralizes
workflows.

Managment

Management of user accounts and com-
puters by administrators and their access
to resources

Security

Setting security policies

Organisation

Grouping and organization of devices
and users

Authentication

Authentication — authentication of users
and devices
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Netwrix Auditor

The RISK Electronics team also provides specialized assis-
tance in working with the Netwrix Auditor solution. This is a re-
liable tool for auditing and monitoring the IT infrastructure. The
product provides full visibility into changes, configurations, and
data access. It helps identify risks, detect suspicious activity, and
investigate security incidents. It also makes it easier for adminis-
trators to detect anomalies, prevent unauthorized changes, and
ensure compliance with regulatory requirements.



RESULTS

Up-to-date set of measures Multifunctional protection Secure digital environment

The public media implements an up- The protection is multifunctional and The National Television has a secure dig-
to-date set of measures to improve the relevant. It ensures the preservation ital environment and options for reliable
quality of information security with the  of the accessibility, integrity, availability, data storage. This confirms the good
assistance of the RISK Electronic team and confidentiality of information assets. reputation of the media and explains

the trustin it.

The activities carried out are also
in line with the regulatory frame-
work of the legislation regarding
digital security.



COOPERATION

The IT department of BNT undergoes training to work with
the new technical means provided for the implementation
of the measures.

RISK Electronic is one of the first companies in the
IT sector in Bulgaria. We are distinguished by a strategic
approach in consulting and innovations in the creation
of IT solutions and infrastructures. Our long-lasting
experience includes an individual and specialized approach,
tailored to the specific requirements and needs of our
clients, such as the National Television.




CONTACTS

Do you need help? Save time, describe your question, and we will connect you with
an expert for consulting or a demonstration.

RISK Electronics phone: (+359 2) 9175 423

1138 Sofia, Bulgaria e-mail: office@risk.bg
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The corporate culture of RISK Electronics is closely linked to our desire for renewal and
improvement. Changes are an essential part of fulfilling our mission. We work with our clients,
guiding them towards faster and more sustainable transformation over time. The ability to renew
is crucial for expanding the freedom of our partners. It gives them new and unique opportunities
to define their individual path of development. We support our clients in their efforts to achieve
maximum results from changes. We implement solutions and work together with them from
concept to realization. It is precisely the close collaboration, innovative technologies, and projects
that make RISK Electronics a loyal, reliable, and successful business partner.
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